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Welcome to the presentation of the paper: Efficient aggregation of encrypted data in wireless sensor networks, which is a paper produced by Claude, Einar and Gene. My name is Refik Hadzialic and I am a master student in the department for applied computer science.
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Introduction to the topic

» Goals of WSNs
- Monitoring of the

environment Aggregator
. . . d thi
» Limitations of Nodes é nodes Un this é
> Limited computation are their
power children)
- Battery powered é é é é
> RF (ISM Band) power Leaf nodes

limitation

» What is an WSN? é |
Sink

Node picture taken from prof. Christian Schindelhauer; Presentation:
08-A-WSN-Einfuehrung; page#: 2 3/25
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“A wireless sensor network (WSN) consists of spatially distributed autonomous sensors to cooperatively monitor physical or environmental conditions, such as temperature, sound, vibration, pressure, motion or pollutants.[1][2] The development of wireless sensor networks was motivated by military applications such as battlefield surveillance. They are now used in many industrial and civilian application areas, including industrial process monitoring and control, machine health monitoring, environment and habitat monitoring, healthcare applications, home automation, and traffic control.[1][3] “(Wikipedia: WSN)

All the transmitted data should be protected by some encryption systems. 

MCUs can not compute everything, they usually run on 4-60 MHz (depending on the manufacturer). They can efficiently execute addition and multiplication operations (usually one clock cycle). Somehow we have to find a way to transmit the same information with the least number of bits transmitted.

RF Transmission requires more power than the MCU requires to execute an instruction. To send only one bit wirelessly costs as much as an MCU needs to execute up to 800 instructions.) (Paper, page #2)

Battery limitations, all the sensing needs and transmission requires batteries, and our goal is usually to make it efficient as possible so that we are not required to change the batteries for a few months or sometimes the environment is hostile and it is not possible to change the batteries. 

ISM (industrial, scientific and medical) Band has limitations in power, the transmission power is limited and sensitivity of the receivers. 
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Typical sensor nodes

MICéMote

My own developed Sensor nodes
for a Wireless Alarm System

MICA2Mote picture taken from: http://www.eecs.berkeley.edu/~watteyne/index.html
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Left is a MICA2Mote sensor node. On the pictures right, you can see myself-built wireless sensor nodes and the sink. First picture, I tested the transmission power  with a frequency spectrum analyzer and on the second picture you can see the wireless sensor node and the sink connected to the PC.

http://www.eecs.berkeley.edu/~watteyne/index.html�
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Aggregation of Data

Sending of data Sending of data
without Aggregation with Aggregation

[ 1 | Data /é é/Z/ Data /é é/3/ Data /

WAV

/4!Data/é é/S!Data/
| |
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Aggregation of data is a way of compressing the size of packets by concatenating the not required fields or just by using them more efficiently. Explain the packet, the blue is the sensor header with its ID which is 32 bits long and the data is the red, and is 64 bits long. If we send the data without aggregation (the left figure), we need 288 bits to transmit the information. However, if we use aggregation of data, we only need 224 bits to transmit the same information as without it. With aggregation we saved in this example 64 bits.


As you can see, obviously with aggregation of data we sent less bits to the sink and saved battery power.
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Aggregation of data

Temp: 20°C

» In most cases we
need only the

max/min or the \ [
mean value. (1] ZOC\/ //2,,/ 25°C |
Temp: 18°C éMAX(ZO,ZS,]S)ZS
/3:2/ 25°C |

>

Idea taken from prof. Christian Schindelhauer;
Presentation: 09-B-WSN-Aggr-1; Page #:5
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So why send all values if an aggregator node could open the information from its children and process the data and find the maximal value (in this case)  and only send that information to its neighboring sensor node.
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Protection of data

» We need to protect our data from listeners
(e.g. a competitor company who wants to use
our sensor data for their products)

» Predator MQ-1
» Solution: Encrypt data

» End-to-end encryption

Source of the image: 7/25
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Aggregation + Encryption

» Aggregation and encryption problems?

» Aggregate the data without giving any node
the privilege of knowing what is inside in the
packet of its child?

8/25
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The problems of aggregation and an end-to-end encryption consist of:
1) Sharing keys between neighboring nodes 
2) You have to decrypt the received messages
3) Attach your new data and aggregate them
4) Encrypt the data again and send to your neighboring node 

If we made a global key for all the sensor nodes, an intruder could hack the sensor node and get the global key (just by knowing the transmission protocol and having one sensor e.q. temperature, that measures it at the same time, he could use brute force methods to get the exact or similar values). So another approach to solve this problem must be used. (paper, page # 2)

Each sensor node should have a different key (no global keys). Our goal is to make the sink node, the only node with access to all the information from the sensor nodes. 
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Aggregation + Encryption

» Aggregation and encryption problems?

» Aggregate the data without giving any node
the privilege of knowing what is inside in the
packet of its child?

» YES!

» By using the property of homomorphic
encryption algorithms.

9/25
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Property of homomorphic
encryption algorithms
» What is homomorphic encryption?

» Voting system!

» EX+Y)=EX)+&(Y), where €(X) denotes
encryption of some value X.

Encrypted Encrypted = Encrypted (Message 1 + Message 2)
(Message 1) (Message 2)

10/25
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“Homomorphic encryption is a form of encryption where one can perform a specific algebraic operation (addition, subtraction, multiplication, etc.) on the plaintext by performing a (possibly different) algebraic operation on the ciphertext.” (taken from Wikipedia)
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Encryption algorithm

» Encryption:

ci = Enc(my, ki, M) = m; + k;(modM)
» Decryption:

Dec(C,K,M) = C — K(modM)
where:
m - message
k - secret key
M - big modulo number
C - sum of decrypted messages (C=ci1+c2+...+Cn)
c - decrypted message (cipher)
K- sum of all secret keys (K=ki+k2+...+kn)

11/25
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Conditions for the encryption

» Discrete logarithm scheme

c1 - co = Enci(mq + mo)
» This property holds as long as:

M = 2llogz2(p*n)]

p = max (m;)

n —number of nodes

k - generated randomly using a stream cipher
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M is a large integer (i.e. M must be larger than the sum of all messages mi)

The secret keys, k, are generated randomly using a stream cipher, where kϵ[0,M-1]. E.q. RC4 (Papger, page#: 4)

“In cryptography, a stream cipher is a symmetric key cipher where plaintext bits are combined with a pseudorandom cipher bit stream (keystream), typically by an exclusive-or (xor) operation. In a stream cipher the plaintext digits are encrypted one at a time, and the transformation of successive digits varies during the encryption.” (taken from Wikipedia: http://en.wikipedia.org/wiki/Stream_cipher)
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Stream cipher

» e.g. plaintext message byte M=145
» e.g. keystream byte k=234

Keystream k

» C=M&k
» C=123

Message M —]-—EE}—}» Cipher C

» RC4 can encrypt ~ 1MByte/s on 33
MHz, ATMEL MCU works on around 16 MHz

Source of the speed information:
13/25
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Computation of Average and
Variance

» DSP
1 N—-1
» Average calculation p== ) X
i=0
k-1
» Variance calculation V=) x
=0

Var = E(x*) — E(x)?

T
2y — 4i=0 i
E(x?) = ==
k-1,
E(x) — ZL:(] xl
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To calculate the average value, we need to sum up all the values and divide them by the total number of samples. So we only need two variables to transmit, the sum variable and the number of samples in the sum (the second variable is not required if the sink already knows how many sensors are in the network but I think it is better to send this number because some nodes may die in the mean time.) 

Each aggregator node collects the values from its children nodes and sums them up and forwards further. 

For he variance, the aggregator nodes square and then add up the x values they received from their children nodes. 

This requires k additions and k squarings. 
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Analysis methods

» 3-ary tree » No aggregation(No-Agg)
» Hop-by-Hop (HBH)
» Proposed Aggregation
method (AGQG)
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No-Agg approach works as following: Neighboring nodes receive the encrypted data and just forward them with its data to the next neighboring node (or sink at the end). 

Hop-by-Hop approach works as following: All nodes create pair wise keys with their parents and children during a boot strapping phase. So when the nodes get the data, they decrypt it, aggregate (add their data to the received one) and then encrypt it again. No duplicate packages are sent (bandwidth efficient), but it is very vulnerable to attackers as no end-to-end privacy exists. 

The proposed aggregation method uses the encryption scheme shown before. Encrypted values are just being added to each other and forwarded towards the sink.
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Analysis methods

Average Average and Variance
» Interests:
- The number of bits sent per node at different levels in a
3-ary tree

- The total number of bits transmitted throughout the
WSN for 3-ary trees of various heights
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Analysis

» No aggregation - safest, no bandwidth
gain, nodes near the sink die asap

» HBH - best bandwidth gain, no end-to-end
encryption, easy hackable, battery power
used for encryption and decryption

» Authors method - bandwidth efficient, end-
to-end encryption

17/25
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Results - Comparison

Bit-length (Authors’ method)
height=7

m Average Average & Variance

2725

yF =
00

/

LQO\97.5’H

0% Faulty nodes

10% Faulty nodes

30% Faulty nodes

HBH Mehtod

m HBH-Average

HBH-Average & Variance
97

7ﬂ3 Adlllllii .

Bit-length

No aggregation method would require: 68859 bits
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Result analysis

MA =n-1

» Take the log of this
56 4 log(t) + log(n) =
56 4+ log(128) + log(2187) =
=00+ 7+ 12=75

where n - number of nodes
t - max(mi)

11111
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Improvements

» Is there a way to improve the compression
ratio?

20/25
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Improvements

» Is there a way to improve the compression
ratio?

» YES! There is a way of doing this by taking
into account some known facts. BUT HOW?

21/25
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Improvements - Huffman encoding

» ldea: replace frequently occurring symbols
with a smaller bit representation than those
that occur rarely

» e.g. average temperatures in June, in Sarajevo

Highest temp. June

+27°C +14°C

Idea about Huffman encoding taken from Steven Smith. Digital Signal Processing:
A Practical Guide for Engineers and Scientists. 2002. 22/25
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Improvements - Delta encoding

» Original data stream: 17 19 24 24 21

L

» Delta encoded: 17 +2 +50 -3

» pros: when sample-to-sample values deviate
slowly (which is mostly the case in
temperature)

» cons: won’t work easily if average values are
needed; requires knowing the order of sent
data

Idea about Delta encoding taken from Steven Smith. Digital Signal Processing:
A Practical Guide for Engineers and Scientists. 2002. 23/25



Efficient Aggregation of encrypted data in Wireless Sensor Networks
Conclusion

» New approach to the problem

» End-to-end encryption

» Fast (not much CPU power is used)

» Aggregation of data

» Bandwidth efficient

» Equally distributed communication load
» Strong level of security

» Can be improved more (Huffman, Delta
encoding, etc.)
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Thank you

» Well, that would be it. Thank vyou for

listening. | hope you enjoyed this as much as
| did.

» Questions!?1?1?

©
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