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ABSTRACT

Peer to peer technology has certainly improved ia@sins of
downloading files at a very high rate. Statistiod aesearch show that
as more number of peer to peer protocols develdhediumber of
nodes in the entire network increased.

In this paper, we observe the structure and operafiGnutella,

a peer to peer protocol. The paper also focuseseme issues of this
protocol and what improvements were further madmfwove its
scalability.

We also have a look at some of the security isstifes protocol.
Some statistics in the paper also reflect importhanges that the
protocol inflicted onto the entire network.
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1. INTRODUCTION

Gnutella is a p2p protocol. This paper has tried to address ddaheeissues that
have been faced by users of Gnutella, including thacafability (increasing
the scale of operation, i.e. the volume of operatioth wrogressively larger
number of users) and security.

The Gnutella protocol is an open, decentralized grogmbership and
search protocol, mainly used for file searching aadrsip

Group membership is open and search protocol addresses searahsigaring
of files.

The term Gnutella represents the entire group of coenputhich have Gnutella
speaking applications loaded in them forming a virtual nééwor

Each node can function as both client as well as server. Thus they can
issue queries to other nodes as well accept and respond to queries from
other nodes, after matching the queries with the contents loaded in their
own hard disks. Thus queries are not sent to any central server as in any
client —server network, but are handled between the nodes.

Thus this network is unstructured and the distribution t&s fiwithin this
network can be totally random. However this poses a problemuaber of
nodes goes up. Since each node responds to a query from anyyrsxteling a
list of all its contents to the querying node, the loadn@drmation going to a
guerying node increases in direct proportion with the numberodés in the
network. This puts a limitation on the scalability (ingieg the number of users
in a network) of Gnutella.
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2. DESIGN GOALSOF GNUTELLA

Like most P2P file sharing applications, Gnutelswilesigned to
meet the following goals:

Dynamic network which allows users to join and kav
continuously. This goal has been achieved satmfifict

» Scalability — This as we have seen above posesabecbe.
Considering the fact that this is a basic requireme any p2p
network, this is a serious problem.

» Reliability in the face of external attacks fronmuges etc.

« Anonymity which is a basic privacy requirement inyap2p
network

3. GNUTELLA PROTOCOL DESCRIPTION

3.1 GnutdlaProtocol Features

* Types of communication descriptors: ping, pong, query, gbérand
push.

* Incoming clients are assigned default values for eatieske parameters.

* In order to assist newly entering clients to get famihgth the protocol
and the type of parameters enjoyed by the older clidrdady in the
network, client vendors have set up host-cache senarprvide the list
of IP addresses of existing member nodes to any new entrant.
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Another way the above need is met is to provide theolispast IP

addresses that have been members of the network. This rnwagpeav
entry is instantaneously updated with this list and can tgutomatically
connect with any of the past peer nodes immediately.

Immediately after receiving the IP addresses, a cleate may send

several queries and receive query hit responses. Howbeemlctual
sharing of the data through file transfer is done thrul'PiTprotocol,
offline. This saves the Gnutella p2p protocol from handliegdata load

of file transfers.

However if the file transfer is blocked by a fire waleththe Gnutella

protocol may have to assist by deploying the push descriptor.

The Gnutella v0.4 Protocol
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Fig. 1. Gnutella v0.4 Protocol.

Figure taken from [1]
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3.2 Types of packets used for communication

Descriptor headers

These packets ensure successful connections of Servents to
the Gnutella network. As soon as a prospective Gnutella
participant joins the Gnutella network, it sends its Descriptor
header to the other existing Gnutella participants.

: Payload
Descriptor 1D Descriptor TIL Hops Payload Length
Byte offset 0 15 16 17 18 19 22

Figures and descriptions in this section are taken from [3]

Ping

The ping query is often responded by the pong response. It is
an optimal environment in the network if the ping traffic is
minimised as much as possible.

Pong

Pong descriptors are responses to ping descriptors. It is
possible to send more than one pong in reply to one ping.
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Query

Query is responsible for the search mechanism in the network.
Minimum speed is required to match network requirements.
Search criteria are the key factor of the search. It could be a
string.

[ Minimum Speed | Search criteria |
Byte offset 0 1 2

Query Hit

This is a response to a Query request.

Number of - -~ Servent
Hits Port IP Address Speed Result Set Identifier

Byte offset 0 1 2 3 6 7 10 11 n n+16

The results are stored in the result set and are compared with
the given query. The result set looks like this

| File Index | File Size | File Name
Byte offset 0 3 4 7 8

Push
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Used when the servent containing the file is behind a firewall.

Servent File Index | 1P Address Port
Identifier

Byte offset 0 15 16 19 20 23 24 25

3.3 Descriptor routing

Figures and descriptions in this section from [3]

A well-behaved Gnutella servent will route protocol descriptors
according to the following rules:

1. Ping Pong routing

Pong descriptors may only be sent along the same path that
carried the incoming Ping descriptor. This is done so that just
the servents that sent the Ping descriptor will see the Pong
descriptor in reply. If a pong descriptor with a certain descriptor
id n is generated, the ping with the same descriptor id

Is checked for. If it doesn’t exist, the pong descriptor is removed
from the network.
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2. Query — Query hit- Push Routing

The same logic is followed in this routing. With re spect to query
and query hit routing, query takes the place of pin g and query hit
takes the place of pong. In case of Query hitand p  ush routing,

Query hits are pings and Push descriptors are pongs (in the routing
rules).
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4. MECHANISMS
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4.1 Functioning Mechanism

How does a servent join the Gnutella network?

Direct connection on the network is established with the
following command prompt:

GNUTELLA CONNECT/<protocol version string>\n\n

Where , <protocol version string> is defined to be the ASCII
string “0.4”

Response is as follows:
GNUTELLA OK\n\n

Any other response indicates that servent is not agreeing to
accept the connection. Rejection could be due to exhaustion of
slots or many other reasons.

4.2 Searching Mechanism

Gnutella protocol uses the standard Breadth first search
mechanism. The steps of search are as follows:

» Node initiates search for file

« Sends message to all neighbors

» Neighbors forward message

* Nodes that have the file initiate a reply message
* Query reply message is back-propagated

» File download occurs

 Note: if one client is behind a firewall, another servent can
request that servent push the file to itself.

4.3 File Download
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A direct connection is established between source and target
for file download. File download always takes place out of the
network and never on the network. Http protocol is used.

GET /get/<File Index>/<File Name>/ HTTP/1.0\r\n
Connection: Keep-Alive\r\n

Range: bytes=0-\r\n

User-Agent: Gnutella\r\n3\r\n

Protocol definition taken from [2]

File name and file index are corresponding entities from the
qguery and query hit pairs.

5. DRAWBACKS OF GNUTELLA

» Since 50 % of files are served by just 1 % of the nodes,bdcomes
more like a client server network than p2p.

* Loss of network bandwidth and security through transfer of veading
files.

* Problems of malicious peers.

» Distributed denial attack through spam. How far spam canltragich
cases is another question that needs to be resolved rded cu

* PONG attacks

* Injecting viruses thru PUSH leaks

« Loss of anonymity thru GUID tracing

DETAILED CASES OF GNUTELLA WEAKNESSES

Distributed Denial Service

Here, malicious peers join the Gnutella network in addition to
ordinary Gnutella clients. These malicious peers have intentions

of harming other peers. They have attractive features like high
bandwidth etc to attract as many peers as possible. Both
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ordinary peers and malicious peers join the Gnutella network by
exchange of ping and pong messages.

Figure taken from [1]
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Performing a Distributed Denial Service on a public webserver (e.g. vahoo.com).

Distributed Denial Service attack through Spamming

Once a malicious peer becomes a part of the Gnutell a
network, it allows spammed messages to enter into t he
Gnutella network by replying to ping requests by
prospective Gnutella members. In this manner these
spammed messages travel through out the network.

Figure taken from [1]
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How Far can these spammed messages travel ?

This is a very difficult question to answer as there are number of
factors to consider:
* number of peers that are connected to the Gnutella
network
» the topology at the time of attack
» the number of connected hosts of the peer
« the maximum TTL of a peer
» the percentage of messages lost due to disconnections or
failures.

Pong Attack

Since Mp is a misbehaving peer it will respond with a Pong
which contains the IP and the PORT of the host in danger.
pl,the ordinary peer would think that it established a
connection with A, and forward all Query messages to A. But
the good point is that, this attack will last only for a short period.
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This happens because pl after sometime sends a Ping
message to all the hosts again, for route re-discovery. Since A
Is not really a Gnutella client and is not able to reply with a Pong

message to the request, p1 will simply remove A and the attack
will terminate.

Figure taken from the paper [1]

Gnutella Network G
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p thinks that it is connected with A, instead of Mp, and forwards to A all Query Messages.

6. STATISTICS

Statistics of reliability of Gnutella networks
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Power law distribution — appears as a line on a logslog

Recent networks have moved away from the above distibsince there are
too few nodes with adequate connectivity to form a powerdastribution.
Such nodes follow quasi-constant distribution while tlggh ldonnectivity nodes
continue to follow the power-law distribution.

Uniform connectivity distribution helps cope with random noaléufes better.
It also protects the network from attacks on highly conneatdésithat are also
easy to track and single out for attack.

Estimates of Traffic —

A crawler spy has unearthed the following distributioh traffic IN A
GNUTELLA NETWORK —

QUERY - 92 %

PING — 8%

Average data traffic was 6 KBPS per node.

Total traffic for a large Gnutella network was estimaaed GBPS, for 170,000
nodes. This amounts to about 1.7% of total traffic in the UB#As shows that
volume of traffic handled is a major obstacle for daoidity as is also the
efficient use of underlying network infrastructure

Graphs taken from [2]
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Figure 1: Connectivity distribution during WNovember
2000. Each series of points represents one Gnutella
network topology we discovered at different times
during that month. Note the log scale on both axes.
Gnutella nodes organized themselves into a power-law
networlk.
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Figure 2: Connectivity distributions during March
2001. Each series of points represents one Gnutella
network topology discovered during March 2001. Note
the log scale on both axes. Networks crawled during
May/June 2001 show a similar pattern.
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/. GNUTELLA?2?2

How it works

Gnutella2 divides nodes into two groups: leaveslharias. Leaves are
connected to one or two hubs, and hubs can havg ieaves and
many connections to other hubs. When the seardis,stae node gets
a list of hubs required, and contacts these hubisitist, checking
which have been searched, until the list is exleal sir until a search
limit has been reached. So a popular file can hecked for without
burdening the network.

Files of leaves are indexed by hubs by throughygreerting tables,
which contain entries in the form of hashed keywdrte leaf uploads
to the hub. The hub combines this with all the Haskes its leaves
have sent to send to its neighbors. By doing tardividth is reduced
efficiently, as queries are not forwarded to leaaved neighboring
hubs if the entries which match the search ardauntd in the routing
tables.

Gnutella2 relies extensively on UDP, rather tharPTfor searches.
The overhead TCP introduces would make a randotk search
system unworkable, though UDP has its own disadwgast such as
unreliable services, etc.
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Protocol Features

* Gnutella2 has an extensible binary XML-like padioemat

« Employs SHA-1 hashes for file identification antegrity check
of files.

» Tiger tree hashes are used for downloading muliig&ances.

In addition it uses a metadata system for filed@ag with special
labels and input parameters. If a user wants orteplar file, many
files could exist with the same name, their conbezinhg different.
This search solves this problem and finds onlydugiired file the
user wants.

Compression in the network is another feature.

Gnutella2 versus Gnutdla

Both the networks are similar in most aspects, wigjor differences
being in the packet format and the search methggolénutella's
packet format was not very efficient, so Gnutelérned from this,
so besides having many of the added features ofe@agtandard in
Gnutella2, extensibility was a key feature that wasrporated.

Another key difference is the search algorithm. M/nutella used
query flooding for searching of files, GnutellaZzss walk system
where information is collected from a list of hudysl contacts are
made directly, one at a time. This is better imteof efficiency and
less load. Queries are not routed through so madgsiand once
enough information is obtained about the resuétllaws the client to
stop.

8. CONCLUSION AND FUTURE WORK
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The Gnutella protocol basically has a decentralctetacteristic and
hence can perform better than P2P protocols likesida. For instance,
question of reliability cannot be answered in calited P2P networks
since these networks are solely dependent ondhetral access point,
which if collapses due to some reason , disintegrtte entire
network. In contrast, distributed models such astélla have many
access points and are more difficult to crumble mdveome
intermediate nodes are malfunctioning or disabled.

Gnutella node connectivity essentially combineswaey law and a
guasi-constant distribution. This property keeesrtatwork as

reliable as a pure power-law network and makkarnder to attack for
a malicious entity.

More analysis is being done in the security aspaic@nutella.
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